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Introduction

These notes contain copies of all the example programs used during the course, together with
some related reference material. They also contain a brief summary of the content of each
section of the course, but they don't include all the material covered and will not form a
substitute for careful note taking during the sessions.
Most of the example programs were created to demonstrate particular aspects of CGI
programming - I make no claim in respect of the quality of the programming or of the HTML
that they generate, or of the appropriateness of any of these programs for any particular use.
In these notes, sections of some programs are presented in bold type – this is either to draw
attention to important sections of the programs or to identify changes from previous versions
of the same program.
Some of the example programs used in the course are based on, or adapted from, example
programs by Lincon Stein (in 'The Official Guide to Programming with CGI.pm', John Wiley
& Sons, Inc, 1998), Scott Guelich, Shishir Gundavaram and Gunther Birznieks (in 'CGI
Programming with Perl', O'Reilly & Associates, July 2000) and Rachel Coleman (University
of Cambridge MISD). My thanks to them all for the inspiration.
The course has an associated web site at 
      ht t p: / / www- uxsup. csx. cam. ac. uk/ ~j w35/ cour ses/ cgi /

which includes up-to-date copies of these notes and of the course slides, and machine-
readable copies of all the example programs.
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Getting started

Some simple CGI programs; the rational for using Perl; the need to escape some HTML
characters.

Example 1 – simple.html
A very straight-forward HTML document.

<ht ml >
<head>
<t i t l e>A f i r st  HTML document </ t i t l e>
</ head>
<body>
<h1>Hel l o Wor l d</ h1>
<p>Her e we al l  ar e agai n</ p>
</ body>
</ ht ml >

Example 2 – simple.cgi
A simple CGI programs that produces the same result as the HTML above.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;

pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;

pr i nt  " <ht ml >\ n" ;

pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A f i r s t  CGI  pr ogr am</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;

pr i nt  " <body>\ n" ;
pr i nt  " <h1>Hel l o Wor l d</ h1>\ n" ;
pr i nt  " <p>Her e we al l  ar e agai n</ p>\ n" ;
pr i nt  " </ body>\ n" ;

pr i nt  " </ ht ml >\ n" ;

The result of running simple.cgi at a terminal.

$ ./simple.cgi
Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1

<ht ml >
<head>
<t i t l e>A f i r st  CGI  pr ogr am</ t i t l e>
</ head>
<body>
<h1>Hel l o Wor l d</ h1>
<p>Her e we al l  ar e agai n</ p>
</ body>
</ ht ml >
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Example 3 – date.cgi
Much like simple.cgi but including some dynamic content, in this case the current date and
time.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;

my $now = l ocal t i me( ) ;

pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;

pr i nt  " <ht ml >\ n" ;

pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A second CGI  pr ogr am</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;

pr i nt  " <body>\ n" ;
pr i nt  " <h1>Hel l o Wor l d</ h1>\ n" ;
pr i nt  " <p>I t  i s  $now</ p>\ n" ;
pr i nt  " </ body>\ n" ;

pr i nt  " </ ht ml >\ n" ;

Example 4 – date2.cgi
As for date.cgi, but using escapeHTML from CGI.pm to escape any problem characters in the
date.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;

use CGI  qw/ escapeHTML/ ;

my $now = l ocal t i me( ) ;

pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;

pr i nt  " <ht ml >\ n" ;

pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A second CGI  pr ogr am</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;

pr i nt  " <body>\ n" ;
pr i nt  " <h1>Hel l o Wor l d</ h1>\ n" ;
pr i nt  " <p>I t  i s  " ;
pr i nt  escapeHTML( $now) ;
pr i nt  " </ p>\ n" ;
pr i nt  " </ body>\ n" ;

pr i nt  " </ ht ml >\ n" ;
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Some standards

We need to know about HTTP and the 'Common Gateway Interface' itself. We have already
seen how CGI programs send data to the client, but now we also discover about the
environment variables that CGI programs can use.

Example 5 – env_named.cgi
All of the 17 'named' CGI environment variables.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML/ ;
 
my @var s = ( ' SERVER_SOFTWARE' ,  ' SERVER_NAME' ,      ' GATEWAY_I NTERFACE' ,
            ' SERVER_PROTOCOL' ,  ' SERVER_PORT' ,      ' REQUEST_METHOD' ,
            ' PATH_I NFO' ,        ' PATH_TRANSLATED' ,  ' SCRI PT_NAME' ,
            ' QUERY_STRI NG' ,     ' REMOTE_HOST' ,      ' REMOTE_ADDR' ,
            ' AUTH_TYPE' ,        ' REMOTE_USER' ,      ' REMOTE_I DENT' ,
            ' CONTENT_TYPE' ,     ' CONTENT_LENGTH' ) ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>Named CGI  envi r onment  var i abl es</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>Named CGI  envi r onment  var i abl es</ h1>\ n" ;
 
pr i nt  " <p>Thi s webser ver  i s ' " ;
pr i nt  escapeHTML( $ENV{ SERVER_NAME} ) ;
pr i nt  " ' ,  t he r equest  met hod was ' " ;
pr i nt  escapeHTML( $ENV{ REQUEST_METHOD} ) ;
pr i nt  " '  and t he quer y st r i ng was ' " ;
pr i nt  escapeHTML( $ENV{ QUERY_STRI NG}  | |  ' ( empt y) ' ) ;
pr i nt  " ' </ p>\ n" ;
 
f or  my $var  ( @var s)  {
  pr i nt  " $var :  " ;
  pr i nt  escapeHTML( $ENV{ $var }  | |  ' ( empt y) ' ) ;
  pr i nt  " <br  / >\ n" ;
}
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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Example 6 - env_http.cgi
All the CGI environment variables derived from HTTP headers.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML/ ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>HTTP CGI  envi r onment  var i abl es</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>HTTP CGI  envi r onment  var i abl es</ h1>\ n" ;
 
pr i nt  " <p>Thi s br owser  cal l s i t sel f  ' " ;
pr i nt  escapeHTML( $ENV{ HTTP_USER_AGENT} ) ;
pr i nt  " ' </ p>\ n" ;
 
f or  my $var  ( sor t  keys %ENV)  {
  i f  ( $var  =~ / ^HTTP_/ )  {
    pr i nt  escapeHTML( $var ) ;
    pr i nt  " :  " ;
    pr i nt  escapeHTML( $ENV{ $var }  | |  ' ( empt y) ' ) ;
    pr i nt  " <br  / >\ n" ;
  }
}
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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Getting information from the URL

What URLs are, and how to extract information from them in a CGI program – both a single
value and a set of name/value pairs.

Example 7 – photo.cgi
A CGI program that expects one item of information (a photograph number) in the query
string.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
my @t i t l es  = ( ' What  we di d on our  hol i days' ,  ' Li ege &amp;  Li ef ' ,
             ' Ful l  House' ,  ' Jewel  I n The Cr own' ,
             ' Who Knows Wher e The Ti me Goes?' ) ;
 
my $number  = $ENV{ QUERY_STRI NG} ;
 
my $t i t l e = ' Unknown' ;
i f  ( $number  =~ / ^ \ d+$/  and $number  >= 0 and $number  <= 4)  {
  $t i t l e = $t i t l es[ $number ]
}
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>$t i t l e</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>$t i t l e</ h1>\ n" ;
 
i f  ( $t i t l e eq ' Unknown' )  {
  pr i nt  " <p>Sor r y  -  unknown pi ct ur e. </ p>" ;
}
el se {
  pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " $t i t l e\ "  / >\ n" ;
}
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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Example 8 – photo2.cgi
A variant on photo.cgi that expects two items of information (a photograph number and the
name of someone to credit) as name/value pairs in the query string.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML par am/ ;
 
my @t i t l es  = ( ' What  we di d on our  hol i days' ,  ' Li ege &amp;  Li ef ' ,
             ' Ful l  House' ,  ' Jewel  I n The Cr own' ,
             ' Who Knows Wher e The Ti me Goes?' ) ;
 
my $number  = par am( ' phot o' ) ;
my $cr edi t  = par am( ' cr edi t ' ) ;
 
my $t i t l e = ' Unknown' ;
i f  ( def i ned( $number )  and $number  =~ / ^ \ d+$/  and
    $number  >= 0 and $number  <= 4)  {
  $t i t l e = $t i t l es[ $number ]
}
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>$t i t l e</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>$t i t l e</ h1>\ n" ;
 
i f  ( $t i t l e eq ' Unknown' )  {
  pr i nt  " <p>Sor r y  -  unknown pi ct ur e. </ p>" ;
}
el se {
  pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " $t i t l e\ "  / >\ n" ;
  pr i nt  " <p>&copy;  "  .  escapeHTML( $cr edi t )  .  " </ p>\ n"  i f  $cr edi t ;
}
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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Forms

More than we ever wanted to know about HTML forms, the elements that then can contain
and the difference between GET and POST.

Example 9 – search.html
A simple example of an HTML form.

<ht ml >
 
<head>
<t i t l e>Book sear ch</ t i t l e>
</ head>
 
<body>
<h1>Book Sear ch</ h1>
<p>Pl ease ent er  det ai l s f or  t he book you ar e l ooki ng f or : </ p>
 
<f or m act i on=" envi r onment . cgi " >
<p>Aut hor :  <i nput  t ype=" t ext "  name=" aut hor "  / ></ p>
<p>Ti t l e:   <i nput  t ype=" t ext "  name=" t i t l e"  / ></ p>
<p><i nput  t ype=" submi t "  val ue=" Sear ch"  / ></ p>
</ f or m>
 
</ body>
 
</ ht ml >

Example 10 – form-elements.html
Examples of the various elements that can appear in an HTML form.

<ht ml >
 
<head>
<t i t l e>Exampl e f or m el ement s</ t i t l e>
</ head>
 
<body>
 
<h1>Exampl e f or m el ement s</ h1>
 
<f or m act i on=" envi r onment . cgi " >
 
<p>
 
  Name:  <i nput  t ype=" t ext "  name=" sur name"  val ue=" Name"  / >
  <br  / >
  Passwor d:  <i nput  t ype=" passwor d"  name=" pwd"  val ue=" f oobar "  / >
 
</ p>
 
<hr  / >
 
<p>
 
  <i nput  t ype=" r adi o"  name=" dr i nk"  val ue=" t ea"  / >Tea
  <i nput  t ype=" r adi o"  name=" dr i nk"  val ue=" cof f ee"
                              checked=" checked"  / >Cof f ee
  <br  / >
  <i nput  t ype=" checkbox"  name=" mi l k"   val ue=" yes"  / >Mi l k
  <i nput  t ype=" checkbox"  name=" sugar "  val ue=" yes"  / >Sugar
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</ p>
 
<hr  / >
 
<p>
 
Not e t her e' s not hi ng her e - - &gt ;
<i nput  t ype=" hi dden"  name=" st at e"  val ue=" New Yor k"  / >
 
</ p>
 
<hr  / >
 
<p>
 
  <sel ect  name=" cont ac t " >
    <opt i on sel ect ed=" sel ect ed" >Si mon</ opt i on>
    <opt i on val ue=" Peggy" >Dave</ opt i on>
    <opt i on>Ri ck</ opt i on>
    <opt i on>Chr i s</ opt i on>
    <opt i on>Ger r y</ opt i on>
    <opt i on>Rob</ opt i on>
  </ sel ect >
 
&nbsp; &nbsp; &nbsp;
 
  <sel ect  name=" cont ac t "  s i ze=" 4" >
    <opt i on sel ect ed=" sel ect ed" >Si mon</ opt i on>
    <opt i on val ue=" Peggy" >Dave</ opt i on>
    <opt i on>Ri ck</ opt i on>
    <opt i on>Chr i s</ opt i on>
    <opt i on>Ger r y</ opt i on>
    <opt i on>Rob</ opt i on>
  </ sel ect >
 
&nbsp; &nbsp; &nbsp;
 
  <sel ect  name=" cont ac t "  s i ze=" 4"  mul t i pl e=" mul t i pl e" >
    <opt i on sel ect ed=" sel ect ed" >Si mon</ opt i on>
    <opt i on val ue=" Peggy" >Dave</ opt i on>
    <opt i on>Ri ck</ opt i on>
    <opt i on>Chr i s</ opt i on>
    <opt i on>Ger r y</ opt i on>
    <opt i on>Rob</ opt i on>
  </ sel ect >

</ p>
 
<hr  / >
 
<p>
 
  <t ext ar ea name=" Comment s"  col s=" 50"  r ows=" 3" >
Acr oss t he eveni ng sky,  al l  t he bi r ds ar e l eavi ng
But  how can t hey know i t ' s t i me f or  t hem t o go?
Bef or e t he wi nt er  f i r e,  I  wi l l  st i l l  be dr eami ng
I  have no t hought  of  t i me
  </ t ex t ar ea>
 
</ p>
 
<hr  / >
 
<p>
 
  <i nput  t ype=" submi t "  name=" submi t "  val ue=" Do St uf f "  / >
  <i nput  t ype=" i mage"  name=" f i nd"  val ue=" Fi ndi ng"
                            sr c=" b1. png"  al t =" [ FI ND] "  / >
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  <i nput  t ype=" r eset "   name=" why"     val ue=" Def aul t s "  / >
  <i nput  t ype=" but t on"  name=" but t on"  val ue=" A but t on"  / >
 
</ p>
 
</ f or m>
 
</ body>
 
</ ht ml >

Example 11 – view-request.html
A picture viewer request form.

<ht ml >
<head>
<t i t l e>Pi c t ur e Vi ewer </ t i t l e>
</ head>
 
<body>
 
<f or m act i on=' v i ewer . cgi ' >
 
<p>Your  name:  <i nput  t ype=' t ex t '  name=' name'  / ></ p>
 
<p>Sel ect  a pi c t ur e:
<sel ect  name=" phot o" >
    <opt i on val ue=" 0" >What  we di d on our  hol i days</ opt i on>
    <opt i on val ue=" 1" >Li ege &amp;  Li ef </ opt i on>
    <opt i on val ue=" 2" >Ful l  House</ opt i on>
    <opt i on val ue=" 3" >Jewel  I n The Cr own</ opt i on>
    <opt i on val ue=" 4" >Who Knows Wher e The Ti me Goes?</ opt i on>
</ sel ect >
</ p>
 
<p>
<i nput  t ype=' submi t '  name=' show'  val ue=' Show'  / >
<i nput  t ype=' r eset '  val ue=' Reset '  / >
</ p>
 
</ f or m>
 
</ body>
 
</ ht ml >
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Example 12 – viewer.cgi
A CGI program that processes requests from view-request.html

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML par am/ ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>Phot o di spl ay</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
 
do_di spl ay( ) ;
pr i nt  " <p><a hr ef =' v i ew- r equest . ht ml ' >Request  anot her  pi ct ur e</ a></ p>\ n" ;
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
 
# - - -
 
sub do_di spl ay {
 
  my $name   = par am( ' name' ) ;
  my $number  = par am( ' phot o' ) ;
   
  pr i nt  " <cent er >\ n" ;
  pr i nt  " <h1>A phot o f or  " ,  escapeHTML( $name) ,  " </ h1>\ n"  i f  $name;
  pr i nt  " <p>\ n" ;
  i f  ( def i ned( $number )  and $number  =~ / ^ \ d+$/
      and $number  >= 0 and $number  <= 4)  {
   pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " phot o $number \ "  / >\ n" ;
  }
  el se {
    pr i nt  " Sor r y -  unknown pi ct ur e. \ n" ;
  }
  pr i nt  " </ p>\ n" ;
  pr i nt  " </ cent er >\ n" ;
 
}

Example 13 – viewer2.cgi
A program like viewer.cgi but which also creates its own request form.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML par am/ ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>Phot o di spl ay</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
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pr i nt  " <body>\ n" ;
 
do_di spl ay( )  i f  par am;
do_f or m( ) ;
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
 
# - - -
 
sub do_di spl ay {
 
  my $name   = par am( ' name' ) ;
  my $number  = par am( ' phot o' ) ;
   
  pr i nt  " <cent er >\ n" ;
  pr i nt  " <h1>A phot o f or  " ,  escapeHTML( $name) ,  " </ h1>\ n"  i f  $name;
  pr i nt  " <p>\ n" ;
  i f  ( def i ned( $number )  and $number  =~ / ^ \ d+$/
      and $number  >= 0 and $number  <= 4)  {
   pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " phot o $number \ "  / >\ n" ;
  }
  el se {
    pr i nt  " Sor r y -  unknown pi ct ur e. \ n" ;
  }
  pr i nt  " </ p>\ n" ;
  pr i nt  " </ cent er >\ n" ;
 
  pr i nt  " <hr  / >\ n" ;
 
}
 
# - - -
 
sub do_f or m {
 
  my $scr i pt  = $ENV{ SCRI PT_NAME} ;
 
  pr i nt  " <f or m ac t i on=' $scr i pt ' >\ n" ;
  pr i nt  " <p>Your  name:  <i nput  t ype=' t ext '  name=' name'  / ></ p>\ n" ;
  pr i nt  " <p>Sel ec t  a pi ct ur e: \ n" ;
  pr i nt  " <sel ect  name=' phot o' >\ n" ;
  pr i nt  "    <opt i on val ue=' 0' >What  we di d on our  hol i days</ opt i on>\ n" ;
  pr i nt  "     <opt i on val ue=' 1' >Li ege &amp;  Li ef </ opt i on>\ n" ;
  pr i nt  "     <opt i on val ue=' 2' >Ful l  House</ opt i on>\ n" ;
  pr i nt  "     <opt i on val ue=' 3' >Jewel  I n The Cr own</ opt i on>\ n" ;
  pr i nt  "     <opt i on val ue=' 4' >Who Knows Wher e The Ti me
Goes?</ opt i on>\ n" ;
  pr i nt  "   </ sel ect >\ n" ;
  pr i nt  " </ p>\ n" ;
  pr i nt  " <p>\ n" ;
  pr i nt  " <i nput  t ype=' submi t '  name=' show'  val ue=' Show'  / >\ n" ;
  pr i nt  " <i nput  t ype=' r eset '  val ue=' Reset '  / >\ n" ;
  pr i nt  " </ p>\ n" ;
  pr i nt  " </ f or m>\ n" ;
 
}

Example 14 – viewer3.cgi
As for viewer2.cgi, but using CGI.pm's form shortcuts to create the form.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
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use CGI  qw/ : st andar d/ ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>Phot o di spl ay</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
 
do_di spl ay( )  i f  par am;
do_f or m( ) ;
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
 
# - - -
 
sub do_di spl ay {
 
  my $name   = par am( ' name' ) ;
  my $number  = par am( ' phot o' ) ;
 
  pr i nt  " <cent er >\ n" ;
  pr i nt  " <h1>A phot o f or  " ,  escapeHTML( $name) ,  " </ h1>\ n"  i f  $name;
  pr i nt  " <p>\ n" ;
  i f  ( def i ned( $number )  and $number  =~ / ^ \ d+$/
      and $number  >= 0 and $number  <= 4)  {
   pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " phot o $number \ "  / >\ n" ;
  }
  el se {
    pr i nt  " Sor r y -  unknown pi ct ur e. \ n" ;
  }
  pr i nt  " </ p>\ n" ;
  pr i nt  " </ cent er >\ n" ;
 
  pr i nt  " <hr  / >\ n" ;
 
}
 
# - - -
 
sub do_f or m {
 
  my $l abel s  = { 0 => ' What  we di d on our  hol i days' ,
                1 => ' Li ege & Li ef ' ,
                2 => ' Ful l  House' ,
                3 => ' Jewel  I n The Cr own' ,
                4 => ' Who Knows Wher e The Ti me Goes?' } ;
 
  pr i nt  st ar t _f or m( - met hod=>' GET' ) ,
        p( " Your  name: " ,
          t ext f i el d( - name=>' name' ) ) ,
        p( " Sel ect  a pi c t ur e: " ,
          scr ol l i ng_l i st ( - name=>' phot o' ,
                         - s i ze=>1,
                         - val ues=>[ 0, 1, 2, 3, 4] ,
                         - l abel s=>$l abel s) ) ,
        p( submi t ( - name=>' Show' ) ,
          r eset ( - name=>' Reset ' ) ) ,
        end_f or m;
 
}
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Example 15 – viewer4.cgi
As viewer3.cgi, but submitting the form using POST. Note that there is only one change.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ : st andar d/ ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>Phot o di spl ay</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
 
do_di spl ay( )  i f  par am;
do_f or m( ) ;
 
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
 
# - - -
 
sub do_di spl ay {
 
  my $name   = par am( ' name' ) ;
  my $number  = par am( ' phot o' ) ;
 
  pr i nt  " <cent er >\ n" ;
  pr i nt  " <h1>A phot o f or  " ,  escapeHTML( $name) ,  " </ h1>\ n"  i f  $name;
  pr i nt  " <p>\ n" ;
  i f  ( def i ned( $number )  and $number  =~ / ^ \ d+$/
      and $number  >= 0 and $number  <= 4)  {
   pr i nt  " <i mg sr c=\ " i mg/ phot o$number . png\ "  al t =\ " phot o $number \ "  / >\ n" ;
  }
  el se {
    pr i nt  " Sor r y -  unknown pi ct ur e. \ n" ;
  }
  pr i nt  " </ p>\ n" ;
  pr i nt  " </ cent er >\ n" ;
 
  pr i nt  " <hr  / >\ n" ;
 
}
 
# - - -
 
sub do_f or m {
 
  my $l abel s  = { 0 => ' What  we di d on our  hol i days' ,
                1 => ' Li ege & Li ef ' ,
                2 => ' Ful l  House' ,
                3 => ' Jewel  I n The Cr own' ,
                4 => ' Who Knows Wher e The Ti me Goes?' } ;
 
  pr i nt  st ar t _f or m( - met hod=>' POST' ) ,
        p( " Your  name: " ,
          t ext f i el d( - name=>' name' ) ) ,
        p( " Sel ect  a pi c t ur e: " ,
          scr ol l i ng_l i st ( - name=>' phot o' ,
                         - s i ze=>1,
                         - val ues=>[ 0, 1, 2, 3, 4] ,
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                         - l abel s=>$l abel s) ) ,
        p( submi t ( - name=>' Show' ) ,
          r eset ( - name=>' Reset ' ) ) ,
        end_f or m;
 
}
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CGI Headers Revisited

We take a detailed look at the three special CGI headers – Content-Type, Location, Status.

Example 16 – random.cgi
This program returns a random image by reading an image file and returning its content
marked with an appropriate content type.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
my ( $docr oot ,  $pi ct _di r ,  @pi ct ur es,  $num_pi ct ur es,
    $l ucky_one,  $buf f er ) ;
 
$docr oot   = " / var / www/ ht ml " ;
$pi ct _di r  = " cgi - cour se- exampl es/ i mg" ;
 
chdi r  " $docr oot / $pi c t _di r "
            or  di e " Fai l ed t o chdi r  t o pi c t ur e di r ec t or y:  $! " ;
@pi ct ur es = gl ob( ' * . png' ) ;
$num_pi ct ur es = $#pi ct ur es;
$l ucky_one = $pi ct ur es[ r and( $num_pi ct ur es- 1) ] ;
di e " Fai l ed t o f i nd a pi c t ur e"  unl ess $l ucky_one;
 
pr i nt  " Cont ent - t ype:  i mage/ png\ n" ;
pr i nt  " \ n" ;
 
bi nmode STDOUT;
open ( I MAGE,  $l ucky_one)
  or  di e " Fai l ed t o open i mage $l ucky_one:  $! " ;
whi l e ( r ead( I MAGE,  $buf f er ,  4096) )  {
  pr i nt  $buf f er ;
}
 
c l ose I MAGE;

Example 17 – random2.cgi
This program has the same effect as random.cgi, but does it by using the 'Location' CGI
header to tell the webserver to return the content of a different document.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
my ( $docr oot ,  $pi ct _di r ,  @pi ct ur es,  $num_pi ct ur es,
    $l ucky_one,  $buf f er ) ;
 
$docr oot   = " / var / www/ ht ml " ;
$pi ct _di r  = " cgi - cour se- exampl es/ i mg" ;
 
chdi r  " $docr oot / $pi c t _di r "
            or  di e " Fai l ed t o chdi r  t o pi c t ur e di r ec t or y:  $! " ;
@pi ct ur es = gl ob( ' * . png' ) ;
$num_pi ct ur es = $#pi ct ur es;
$l ucky_one = $pi ct ur es[ r and( $num_pi ct ur es- 1) ] ;
di e " Fai l ed t o f i nd a pi c t ur e"  unl ess $l ucky_one;
 
pr i nt  " Locat i on:  / $pi ct _di r / $l ucky_one\ n" ;
pr i nt  " \ n" ;
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Example 18 – random3.cgi
This program is similar to random2.cgi, but uses the  'Location' CGI header to return a
redirect message to the browser telling it to collect a different document.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
my ( $docr oot ,  $pi ct _di r ,  @pi ct ur es,  $num_pi ct ur es,
    $l ucky_one,  $buf f er ,  $ser ver ) ;
 
$ser ver    = " mnement h. csi . cam. ac. uk" ;
$docr oot   = " / var / www/ ht ml " ;
$pi ct _di r  = " cgi - cour se- exampl es/ i mg" ;
 
chdi r  " $docr oot / $pi c t _di r "
            or  di e " Fai l ed t o chdi r  t o pi c t ur e di r ec t or y:  $! " ;
@pi ct ur es = gl ob( ' * . png' ) ;
$num_pi ct ur es = $#pi ct ur es;
$l ucky_one = $pi ct ur es[ r and( $num_pi ct ur es- 1) ] ;
di e " Fai l ed t o f i nd a pi c t ur e"  unl ess $l ucky_one;
 
pr i nt  " Locat i on:  ht t p: / / $ser ver / $pi ct _di r / $l ucky_one\ n" ;
pr i nt  " \ n" ;

Example 19 – errors.cgi
This program demonstrates 'proper' error reporting using the CGI 'Status' header.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
my ( $f i l e,  $buf f er ) ;
$f i l e = ' / var / www/ msg. t xt ' ;
 
i f  ( ( l ocal t i me( t i me) ) [ 1]  % 2 == 0)  {
  er r or  ( 403,  " For bi dden" ,
         " You may not  access t hi s document  at  t he moment " ) ;
el si f  ( ! - r  $f i l e)  {
  er r or ( 404,  " Not  f ound" ,
        " The document  r equest ed was not  f ound" ) ;
el se {
  unl ess ( open ( TXT,  $f i l e) )  {
    er r or  ( 500,  " I nt er nal  Ser ver  Er r or " ,
           " An I nt er nal  ser ver  er r or  occur r ed" ) ;
  }
  el se {
    pr i nt  " Cont ent - t ype:  t ext / pl ai n\ n" ;
    pr i nt  " \ n" ;
    whi l e ( r ead( TXT,  $buf f er ,  4096) )  {
      pr i nt  $buf f er ;
    }
    c l ose TXT;
  }
}
 
sub er r or  {
  my ( $code, $msg, $t ext )  = @_;
  pr i nt  " St at us:  $code $msg\ n" ;
  pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
  pr i nt  " \ n" ;
  pr i nt  " <ht ml ><head><t i t l e>$msg</ t i t l e></ head>\ n" ;
  pr i nt  " <body><h1>$msg</ h1>\ n" ;
  pr i nt  " <p>$t ext </ p></ body></ ht ml >\ n" ;
}
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Security

We review the issues involved in creating CGI programs that do not have major security
problems. This includes the problem of using data 'from outside' when opening files,
executing commands, creating SQL statements, and inside generated HTML. We also look at
the possibility of CGI scripts being misused and at other security issues.
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Configuring Webservers

How to configure Apache and IIS to execute CGI programs, and the dangers of allowing
users on a multi-user machine to run their own CGI programs.
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Debugging CGIs

What the CGI fails to define; how to track down problems in CGI programs

Example 20 – fatal.cgi
How to use the Perl CGI::Carp module to get error messages displayed by the browser.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ escapeHTML/ ;
use CGI : : Car p qw/ f at al sToBr owser / ;
 
my $now = l ocal t ome( ) ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A second CGI  pr ogr am</ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>Hel l o Wor l d</ h1>\ n" ;
pr i nt  " <p>I t  i s  " ;
pr i nt  escapeHTML( $now) ;
pr i nt  " </ p>\ n" ;
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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Templating

The benefits of using a templating system; some example systems.

Example 21 – template.ttml
An example template using the template Toolkit language.

<! DOCTYPE HTML PUBLI C " - / / W3C/ / DTD HTML 4. 01 Tr ans i t i onal / / EN" >
 
<ht ml >
 
<head>
<t i t l e>Congr at ul at i ons! ! </ t i t l e>
</ head>
 
<body>
 
<h1>Congr at ul at i ons [ % name FI LTER ht ml  %] </ h1>
 
<p>Congr at ul at i ons [ % name FI LTER ht ml  %] ,  we ar e pl eased
t o t el l  you t hat  you have j ust  been al l ocat ed
$[ % val ue FI LTER ht ml  %]  i n our  pr i ze dr aw.  Al l  you need
t o do i s cont ac t  us at  our  addr ess bel ow t o c l ai m your  pr i ze.
</ p>
 
<p>
[ % FOREACH l i ne = addr ess  - %]
[ % l i ne FI LTER ht ml  %] <br  / >
[ % END - %]
</ p>
 
</ body>
</ ht ml >

Example 22 – template.cgi
A program to invoke template.ttml.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use Templ at e;
 
my $dat a = {  name => ' Jon War br i ck' ,
             val ue => " 1, 000, 000" ,
             addr ess => [ ' 123,  The St r eet ' ,  ' Any t own' ,  ' Aynwher e' ,
                         ' ZZ1 1ZZ' ]
           } ;
 
my $t t  = Templ at e- >new or
      di e " Fai l ed t o cr eat e new t empl at e:  "  .  Templ at e- >er r or ( ) ;
   
my $ht ml ;
$t t - >pr ocess( " t empl at e. t t ml " , $dat a, \ $ht ml )  | |  di e $t t - >er r or ( ) ;
   
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  $ht ml ;
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Sending email

Sending email is a common requirement for a CGI program, but it's surprisingly hard. 

Example 23 – Net-SMTP.pl
Using the Perl Net::SMTP module with ppsw.cam.ac.uk as a smarthost to send mail.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use Net : : SMTP;
 
my $f r om    = ' j w35@cam. ac. uk' ;
my $t o      = ' j on. war br i ck@ucs. cam. ac. uk' ;
my @message = ( " Fr om:  $f r om" ,
               " To:  $t o" ,
               " Subj ect :  A t es t  message" ,
               " " ,
               " Hel l o Wor l d! " ) ;
eval  {
  my $smt p = Net : : SMTP- >new( ' ppsw. cam. ac. uk' ,  Debug => 1)
                               or  di e " connect " ;
  $smt p- >mai l ( $f r om)            or  di e " mai l " ;
  $smt p- >t o( $t o)                or  di e " t o" ;
  $smt p- >dat a( )                 or  di e " dat a" ;
  f or each my $l i ne ( @message)  {
    $smt p- >dat asend( " $l i ne\ n" )  or  di e " dat asend" ;
  }
  $smt p- >dat aend( )              or  di e " dat aend" ;
  $smt p- >qui t ( )                 or  di e " qui t " ;
} ;
i f  ( $@)  {
  di e " Message not  sent :  $@ f ai l ed\ n" ;
}

Example 24 – sendmail.cgi
Using a local copy of sendmail to send mail.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
$ENV{ PATH}  = $ENV{ BASH_ENV}  = ' ' ;
 
my $f r om    = ' j w35@cam. ac. uk' ;
my $t o      = ' j on. war br i ck@ucs. cam. ac. uk' ;
my @message = ( " Fr om:  $f r om" ,
               " To:  $t o" ,
               " Subj ect :  A t es t  message" ,
               " " ,
               " Hel l o Wor l d! " ) ;
 
open( SENDMAI L,  " | / usr / sbi n/ sendmai l  - oi  - t " )
  or  di e " Fai l ed t o open sendmai l :  $! \ n" ;
 
f or each my $l i ne ( @message)  {
  pr i nt  SENDMAI L " $l i ne\ n" ;
}
 
c l ose SENDMAI L or  war n $!  ? " Er r or  cl osi ng sendmai l  pi pe:  $! \ n"
                          :  " Er r or  $? f r om sendmai l  pi pe" ;
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Maintaining State

The options for maintaining state in the otherwise stateless world of HTTP and CGI

Example 25 – loan.cgi
A longish example of how you can store state in hidden fields.

#! / usr / bi n/ per l  - Tw
 
# Thi s pr ogr am f r om ' The Of f i c i al  Gui de t o Pr ogr ammi ng wi t h
# CGI . pm' ,  Li ncon St ei n,  1998
 
# scr i pt :  l oan. cgi
use CGI  qw/ : st andar d : ht ml 3/ ;
 
# t hi s def i nes t he cont ent s of  t he f i l l  out  f or ms
# on each page.
@PAGES = ( ' Per sonal
I nf or mat i on' , ' Ref er ences' , ' Asset s' , ' Revi ew' , ' Conf i r mat i on' ) ; %FI ELDS =
( ' Per sonal  I nf or mat i on'  => [ ' Name' , ' Addr ess' , ' Tel ephone' , ' Fax' ] ,
           ' Ref er ences'            => [ ' Per sonal  Ref er ence 1' , ' Per sonal
Ref er ence 2' ] ,
           ' Asset s'                => [ ' Savi ngs  Account ' , ' Home' , ' Car ' ]
           ) ;
# accumul at e t he f i el d names i nt o %ALL_FI ELDS;
f or each ( val ues  %FI ELDS)  {
    gr ep( $ALL_FI ELDS{ $_} ++, @$_) ;
}
 
 
# f i gur e out  what  page we' r e on and wher e we' r e headi ng.
$cur r ent _page = cal cul at e_page( par am( ' page' ) , par am( ' go' ) ) ;
$page_name = $PAGES[ $cur r ent _page] ;
 
pr i nt _header ( ) ;
pr i nt _f or m( $cur r ent _page)          i f  $FI ELDS{ $page_name} ;
pr i nt _r evi ew( $cur r ent _page)        i f  $page_name eq ' Rev i ew' ;
pr i nt _conf i r mat i on( $cur r ent _page)  i f  $page_name eq ' Conf i r mat i on' ;
pr i nt  end_ht ml ;
 
# CALCULATE THE CURRENT PAGE
sub cal cul at e_page {
    my ( $pr ev, $di r )  = @_;
    r et ur n 0 i f  $pr ev eq ' ' ;     # st ar t  wi t h f i r s t  page
    r et ur n $pr ev + 1 i f  $di r  eq ' Submi t  Appl i cat i on' ;
    r et ur n $pr ev + 1 i f  $di r  eq ' Next  Page' ;
    r et ur n $pr ev -  1 i f  $di r  eq ' Pr evi ous Page' ;
}
 
# PRI NT HTTP AND HTML HEADERS
sub pr i nt _header  {
    pr i nt  header ,
    st ar t _ht ml ( " Your  Fr i endl y  Fami l y Loan Cent er " ) ;
}
 
# PRI NT ONE OF THE QUESTI ONNAI RE PAGES
sub pr i nt _f or m {
    my $cur r ent _page = shi f t ;
    pr i nt  " Pl ease f i l l  out  t he f or m compl et el y and accur at el y. " ,
       st ar t _f or m,
       hr ;
    dr aw_f or m( @{ $FI ELDS{ $page_name} } ) ;
    pr i nt  hr ;
    pr i nt  submi t ( - name=>' go' , - val ue=>' Pr evi ous Page' )
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        i f  $cur r ent _page > 0;
    pr i nt  submi t ( - name=>' go' , - val ue=>' Next  Page' ) ,
       hi dden( - name=>' page' , - val ue=>$cur r ent _page, - over r i de=>1) ,
       end_f or m;
}
 
# PRI NT THE REVI EW PAGE
sub pr i nt _r evi ew {
    my $cur r ent _page = shi f t ;
    pr i nt  " Pl ease r evi ew t hi s  i nf or mat i on car ef ul l y bef or e submi t t i ng i t .
" ,
       st ar t _f or m;
    my ( @r ows) ;
    f or each $page ( ' Per sonal  I nf or mat i on' , ' Ref er ences' , ' Asset s' )  {
        push( @r ows, t h( { - al i gn=>' l ef t ' } , em( $page) ) ) ;
        f or each $f i el d ( @{ $FI ELDS{ $page} } )  {
            push( @r ows,
                 TR( t h( { - al i gn=>' l ef t ' } , $f i el d) ,
                    t d( par am( $f i el d) ) )
                 ) ;
            pr i nt  hi dden( - name=>$f i el d) ;
        }
    }
    pr i nt  t abl e( { - bor der =>1} , capt i on( $page) , @r ows) ,
       hi dden( - name=>' page' , - val ue=>$cur r ent _page, - over r i de=>1) ,
       submi t ( - name=>' go' , - val ue=>' Pr evi ous Page' ) ,
       submi t ( - name=>' go' , - val ue=>' Submi t  Appl i cat i on' ) ,
       end_f or m;
}
 
# PRI NT THE CONFI RMATI ON PAGE
sub pr i nt _conf i r mat i on {
    pr i nt  " Thank you.  A l oan of f i cer  wi l l  be cont act i ng you shor t l y. " ,
       p,
       a( { - hr ef =>' . . / sour ce. ht ml ' } , ' Code exampl es' ) ;
}
 
 
# CREATE A GENERI C QUESTI ONNAI RE
sub dr aw_f or m {
    my ( @f i el ds)  = @_;
    my ( %f i el ds) ;
    gr ep ( $f i el ds{ $_} ++, @f i el ds) ;
    my ( @hi dden_f i el ds)  = gr ep( ! $f i el ds{ $_} , keys %ALL_FI ELDS) ;
    my ( @r ows) ;
    f or each ( @f i el ds)  {
        push( @r ows,
             TR( t h( { - al i gn=>' l ef t ' } , $_) ,
                t d( t ext f i el d( - name=>$_, - s i ze=>50) )
                )
             ) ;
    }
    pr i nt  t abl e( @r ows) ;
 
    f or each ( @hi dden_f i el ds)  {
        pr i nt  hi dden( - name=>$_) ;
    }
}

Example 26 – cookie.cgi
An example of storing state  in cookies.

#! / usr / bi n/ per l  - Tw
 
# Thi s pr ogr am f r om ' The Of f i c i al  Gui de t o Pr ogr ammi ng wi t h
# CGI . pm' ,  Li ncon St ei n,  1998
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use CGI  qw/ : st andar d : ht ml 3/ ;
 
# Some const ant s t o use i n our  f or m.
@col or s=qw/ aqua bl ack bl ue f uschi a gr ay gr een l i me mar oon navy ol i ve
    pur pl e r ed si l ver  t eal  whi t e yel l ow/ ;
@si zes=( " <def aul t >" , 1. . 7) ;
 
# r ecover  t he " pr ef er ences"  cooki e.
%pr ef er ences = cooki e( ' pr ef er ences' ) ;
 
# I f  t he user  want s t o change t he backgr ound col or  or  her
# name,  t hey wi l l  appear  among our  CGI  par amet er s.
f or each ( ' t ext ' , ' backgr ound' , ' name' , ' s i ze' )  {
    $pr ef er ences{ $_}  = par am( $_)  | |  $pr ef er ences{ $_} ;
}
 
# Set  some def aul t s
$pr ef er ences{ ' backgr ound' }  = $pr ef er ences{ ' backgr ound' }  | |  ' s i l ver ' ;
$pr ef er ences{ ' t ext ' }  = $pr ef er ences{ ' t ex t ' }  | |  ' bl ack' ;
 
# Ref r esh t he cooki e so t hat  i t  doesn' t  expi r e.
$t he_cooki e = cooki e( - name=>' pr ef er ences ' ,
                     - val ue=>\ %pr ef er ences,
                     - pat h=>' / ' ,
                     - expi r es=>' +30d' ) ;
pr i nt  header ( - cooki e=>$t he_cooki e) ;
 
# Adj ust  t he t i t l e t o i ncor por at e t he user ' s name,  i f  pr ovi ded.
$t i t l e = $pr ef er ences{ ' name' }  ?
    " Wel come back,  $pr ef er ences{ name} ! "  :  " Cust omi zabl e Page" ;
 
# Cr eat e t he HTML page.   We use sever al  of  t he HTML 3. 2
# ext ended t ags  t o cont r ol  t he backgr ound col or  and t he
# f ont  si ze.   I t ' s saf e t o use t hese f eat ur es  because
# cooki es don' t  wor k  anywher e el se anyway.
pr i nt  st ar t _ht ml ( - t i t l e=>$t i t l e,
                 - bgcol or =>$pr ef er ences{ ' backgr ound' } ,
                 - t ext =>$pr ef er ences{ ' t ext ' }
                 ) ;
 
pr i nt  basef ont ( { - si ze=>$pr ef er ences{ si ze} } )  i f  $pr ef er ences{ ' s i ze' }  > 0;
 
pr i nt  h1( $t i t l e) ;
 
# Cr eat e t he f or m
pr i nt  hr ,
    st ar t _f or m,
     
    " Your  f i r s t  name:  " ,
    t ext f i el d( - name=>' name' ,
              - def aul t =>$pr ef er ences{ ' name' } ,
              - s i ze=>30) , br ,
     
    t abl e(
          TR(
             t d( " Pr ef er r ed" ) ,
             t d( " Page col or : " ) ,
             t d( popup_menu( - name=>' backgr ound' ,
                           - val ues=>\ @col or s,
                           - def aul t =>$pr ef er ences{ ' backgr ound' } )
                ) ,
             ) ,
          TR(
             t d( ' ' ) ,
             t d( " Text  col or : " ) ,
             t d( popup_menu( - name=>' t ex t ' ,
                           - val ues=>\ @col or s,
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                           - def aul t =>$pr ef er ences{ ' t ext ' } )
                )
             ) ,
          TR(
             t d( ' ' ) ,
             t d( " Font  s i ze: " ) ,
             t d( popup_menu( - name=>' si ze' ,
                           - val ues=>\ @si zes,
                           - def aul t =>$pr ef er ences{ ' s i ze' } )
                )
             )
          ) ,
 
    submi t ( - l abel =>' Set  pr ef er ences' ) ,
    end_f or m,
    end_ht ml ;

26



The Perl DBI

How to interface to a database from Perl

Example 27 – lotr.cgi
A simple Perl DBI program that extracts and displays data from a database.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ : st andar d : ht ml 3 cent er / ;
use DBI ;
 
pr i nt  header ,
      st ar t _ht ml  ( - t i t l e=>" The char act er s" ) ;
 
my %at t r  = (  Rai seEr r or  => 1,
             Pr i nt Er r or  => 0,
             Aut oCommi t  => 1,
           ) ;
my $dbh = DBI - >connect ( " DBI : SQLi t e: dbname=l ot r " ,
                    " user " ,  " pwd" ,  \ %at t r ) ;
 
do_l i st ( )  i f  par am;
do_f or m( ) ;
 
$dbh- >di sconnect ;
pr i nt  end_ht ml ;
 
sub do_l i s t  {
 
    my $r ace = par am( ' r ace' ) ;
    my $sel ect  = ' ' ;
    $sel ect  = ' AND r ace. i d = '  .  $dbh- >quot e( $r ace)
                                         i f  ( $r ace =~ / ^ \ d$/ ) ;
 
    my $s t h = $dbh- >pr epar e ( " SELECT char act er s. name,  r ace. name
                              FROM char act er s ,  r ace
                              WHERE char act er s. r ace = r ace. i d
                              $sel ect
                              ORDER BY char ac t er s. name" ) ;
    $st h- >execut e;
    my $r esul t s = $st h- >f et chal l _ar r ayr ef ;
    pr i nt  cent er (
            h1( " Char ac t er s" ) ,
            t abl e( { bor der =>1} ,
              Tr ( { al i gn=>" cent er " } ,
                [  t h(  [  ' Name' ,  ' Race'  ]  ) ,
                  map {  t d( $_)  }  @$r esul t s
                ]
              )
            )
          ) ;
 
}
 
sub do_f or m {
     
    my $s t h = $dbh- >pr epar e ( " SELECT name,  i d
                              FROM r ace
                              ORDER BY name" ) ;
    $st h- >execut e;
 
    my @val ues  = ( ' * ' ) ;
    my %l abel s  = ( ' * '  => ' Al l ' ) ;

27



    whi l e (  my ( $name,  $r ace)  = $s t h- >f et chr ow_ar r ay)  {
        push @val ues, $r ace;
        $l abel s{ $r ace} =$name;
    }
 
    pr i nt  cent er (
              st ar t _f or m,
              p(
                " Chose a Mi ddl e Ear t h r ace:  " ,
                br ,
                popup_menu( - name=>' r ace' ,
                           - val ues=>\ @val ues,
                           - l abel s=>\ %l abel s) ,
                submi t ,
              ) ,
              end_f or m,
          ) ;
           
}
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Caching

What CGI authors need to know about web caching.

Example 28 – caching.cgi
A modified version of date.cgi from earlier which allows its output to be cached for 30
seconds.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
use CGI  qw/ : al l / ;
 
my $now = l ocal t i me( ) ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " Cache- cont r ol :  max- age=30\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A f i r s t  HTML CGI </ t i t l e>\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>Hel l o Wor l d</ h1>\ n" ;
pr i nt  " <p>I t  i s  " ;
pr i nt  escapeHTML( $now) ;
pr i nt  " </ p>\ n" ;
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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path_info

How to use the information provided in path_info, and the dangers of ignoring it.

Example 29 – bottomless.cgi
A demonstration of how failing to handle additional path information can create a document
tree of infinite length.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;
 
pr i nt  " Cont ent - t ype:  t ext / ht ml ;  char set =i so- 8859- 1\ n" ;
pr i nt  " \ n" ;
 
pr i nt  " <ht ml >\ n" ;
 
pr i nt  " <head>\ n" ;
pr i nt  " <t i t l e>A Bot t oml ess document  t r ee</ t i t l e>\ n" ;
pr i nt  " <met a name=' r obot s '  cont ent =' i ndex, nof ol l ow'  / >\ n" ;
pr i nt  " </ head>\ n" ;
 
pr i nt  " <body>\ n" ;
pr i nt  " <h1>A Bot t oml ess document  t r ee</ h1>\ n" ;
pr i nt  " <p>Her e we have a <a hr ef =' t ar / pi t . ht ml ' >r el at i ve\ n" ;
pr i nt  " l i nk</ a>. </ p>\ n" ;
pr i nt  " </ body>\ n" ;
 
pr i nt  " </ ht ml >\ n" ;
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File Uploads

How it's possible to upload entire files from HTML forms

Example 30 – upload.html
An example upload form

<ht ml >
<head>
<t i t l e>Upl oad Exampl e</ t i t l e>
</ head>
 
<body>
<h1>Upl oad Exampl e</ h1>
 
<p>Upl oad a f i l e: </ p>
 
<f or m met hod=" post "  act i on=" upl oad. cgi "
      enct ype=" mul t i par t / f or m- dat a" >
<p>Save as :  <i nput  t ype=" t ext "  name=" save_as"  / ></ p>
<p><i nput  t ype=" f i l e"  name=" upl oad"  val ue=" "  s i ze=" 60"  / ></ p>
<p><i nput  t ype=" submi t "  name=" submi t "  val ue=" Upl oad Fi l e"  / ></ p>
</ f or m>
 
</ body>
</ ht ml >

Example 31 – upload.cgi
A form that processes submissions from upload.html.

#! / usr / bi n/ per l  - Tw
use s t r i ct ;

use CGI  qw/ : st andar d : ht ml 3/ ;

$CGI : : DI SABLE_UPLOADS = 0;
$CGI : : POST_MAX        = 1024 *  1024;

pr i nt  header ,
      st ar t _ht ml ( ' Fi l e upl oad' ) ,
      h1( ' Fi l e upl oad' ) ;

pr i nt _r esul t s( ) ;

pr i nt  end_ht ml ;

sub pr i nt _r esul t s {

  my $l engt h;
  my $f i l e = par am( ' upl oad' ) ;
  i f  ( ! $f i l e)  {
    pr i nt  " No f i l e upl oaded. " ;
    r et ur n;
  }
  pr i nt  p(
          b( ' Save as : ' ) ,
          escapeHTML( par am( ' save_as ' ) ) ,
        ) ,
        p(
          b( ' Upl oaded f i l e name: ' ) ,
          escapeHTML( $f i l e)
        ) ,
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        p(
          b( ' Fi l e MI ME t ype: ' ) ,
          escapeHTML( upl oadI nf o( $f i l e) - >{ ' Cont ent - Type' } )

) ;
  my $f h = upl oad( ' upl oad' ) ;
  whi l e ( <$f h>)  {
    $l engt h += l engt h( $_) ;
  }
  pr i nt  p(
          b( ' Fi l e l engt h: ' ) ,
          $l engt h
        ) ;
}
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Closing Remarks

Some comments on the problems with CGI, and on possible solutions; assorted references.

REFERENCE

CGI Environment Variables
Extracted from ht t p: / / hoohoo. ncsa. ui uc. edu/ cgi / i nt er f ace. ht ml

The following environment variables are not request-specific and are set for all requests: 
� SERVER_SOFTWARE 

The name and version of the information server software answering the request (and
running the gateway). Format: name/version 

� SERVER_NAME 

The server's hostname, DNS alias, or IP address as it would appear in self-referencing
URLs. 

� GATEWAY_I NTERFACE 

The revision of the CGI specification to which this server complies. Format:
CGI/revision

The following environment variables are specific to the request being fulfilled by the gateway
program: 

� SERVER_PROTOCOL 

The name and revision of the information protocol this request came in with. Format:
protocol/revision 

� SERVER_PORT 

The port number to which the request was sent. 
� REQUEST_METHOD 

The method with which the request was made. For HTTP, this is "GET", "HEAD",
"POST", etc. 

� PATH_I NFO 

The extra path information, as given by the client. In other words, scripts can be
accessed by their virtual pathname, followed by extra information at the end of this
path. The extra information is sent as PATH_INFO. This information should be
decoded by the server if it comes from a URL before it is passed to the CGI script.

� PATH_TRANSLATED 

The server provides a translated version of PATH_INFO, which takes the path and
does any virtual-to-physical mapping to it. 

� SCRI PT_NAME 

A virtual path to the script being executed, used for self-referencing URLs. 
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� QUERY_STRI NG 

The information which follows the ? in the URL which referenced this script. This is
the query information. It should not be decoded in any fashion. This variable should
always be set when there is query information, regardless of command line decoding. 

� REMOTE_HOST 

The hostname making the request. If the server does not have this information, it
should set REMOTE_ADDR and leave this unset.

� REMOTE_ADDR 

The IP address of the remote host making the request. 
� AUTH_TYPE 

If the server supports user authentication, and the script is protects, this is the
protocol-specific authentication method used to validate the user. 

� REMOTE_USER 

If the server supports user authentication, and the script is protected, this is the
username they have authenticated as. 

� REMOTE_I DENT 

If the HTTP server supports RFC 931 identification, then this variable will be set to
the remote user name retrieved from the server. Usage of this variable should be
limited to logging only. 

� CONTENT_TYPE 

For queries which have attached information, such as HTTP POST and PUT, this is
the content type of the data. 

� CONTENT_LENGTH 

The length of the said content as given by the client. 
In addition to these, the header lines received from the client, if any, are placed into the
environment with the prefix HTTP_ followed by the header name. Any - characters in the
header name are changed to _ characters. The server may exclude any headers which it has
already processed, such as Authorization, Content-type, and Content-length. If necessary, the
server may choose to exclude any or all of these headers if including them would exceed any
system environment limits.

Standards
� CGI: ht t p: / / hoohoo. ncsa. ui uc. edu/ cgi /
� HTML 4.01: ht t p: / / www. w3. or g/ TR/ ht ml 4/
� XHTML 1.0: ht t p: / / www. w3. or g/ TR/ xht ml 1/
� HTTP 1.1: RFC 2616 l HTTP 1.0: RFC 1945
� URI generic syntax: RFC 2393 
� RFCs are available from 

� ft p: / / f t p. r f c- edi t or . or g/ i n- not es/ r f c<nnnn>. t xt  (official) 
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� ht t p: / / www- uxsup. csx. cam. ac. uk/ net doc/ r f c/ r f c<nnn> . t xt
(local)

�  ht t p: / / www. f aqs. or g/ r f cs/ r f c<nnnn>. ht ml  (pretty)

Books
� CGI Programming with Perl (2nd Edition). Scott Guelich, Shishir Gundavaram, Gunther

Birznieks. O'Reilly. 1-56592-419-3
� The Official Guide to Programming with CGI.pm. Lincoln Stein. Wiley & Sons. 

0-471-24744-8
� Learning Perl, 3rd Edition. Randal L. Schwartz, Tom Phoenix. O'Reilly. 0-596-00132-0
� Programming Perl, 3rd Edition. Larry Wall, Tom Christiansen, Jon Orwant. O'Reilly. 

0-596-00027-8
� Programming the Perl DBI. Alligator Descartes, Tim Bunce. O'Reilly. 1-56592-699-4
� HTML & XHTML: The Definitive Guide, 5th Edition. Chuck Musciano, Bill Kennedy.

O'Reilly. 0-596-00382-X
� Writing Apache Modules with Perl and C. Lincoln Stein, Doug MacEachern. O'Reilly. 

1-56592-567-X
... and any number of other books from  O'Reilly, John Wiley and others.

Other resources
� World Wide Web Security FAQ: 

ht t p: / / www. w3. or g/ Secur i t y/ f aq/ www- secur i t y- f aq. ht ml
� Apache Tutorial: Dynamic Content with CGI: 

ht t p: / / ht t pd. apache. or g/ docs- 2. 0/ howt o/ cgi . ht ml
� Apache Module mod_cgi: 

ht t p: / / ht t pd. apache. or g/ docs- 2. 0/ mod/ mod_cgi . ht ml
� Apache suEXEC Support: 

ht t p: / / ht t pd. apache. or g/ docs- 2. 0/ suexec. ht ml
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